Cloud Computing, as an emerging, virtual, large-scale distributed computing model, has gained increasing attention these years. Meanwhile it also faces many secure challenges, one of which is authentication. In this paper, we firstly analyze a user authentication framework for cloud computing proposed by Amlan Jyoti Choudhury et al and point out the security attacks existing in the protocol. Then we propose an improved user authentication scheme. Our improved protocol ensures user legitimacy before entering into the cloud. The confidentiality and the mutual authentication of our protocol are formally proved by the strand space model theory and the authentication test method. The simulation illustrates that the communication performance of our scheme is efficient.
I. INTRODUCTION
Recently, cloud computing has been greatly interested by both academic and industry communities. It is like a "resource pool", which can provide the cost-effective and on-demand services to meet the needs by outsourcing data. In [1] , cloud computing is defined as follows: "Cloud computing refers to both the applications delivered as services over the Internet and the hardware and systems software in the data centers that provide those services."
The emerging of cloud computing allows companies to focus more on their core business and brings perceived economic and operational benefits [2] . Thus the security issues of the cloud platform become critical important As mentioned in [3] , cloud security issues can be classified into four categories: authentication, data integrity, data confidentiality and access control. User authentication is the paramount requirement for cloud computing that restricts illegal access to cloud server. So far many schemes have been proposed. Generally, the cloud computing system contains three parts: a data owner, a user and a cloud service provider. The data owner outsources the encrypted data to cloud and the authorized users request for the corresponding data. When the data owner requests for checking the stored data or the user requests for the data, the authentication of the legality of the user identity is quite important. In this paper, we mainly discuss the identity authentication between the user and cloud server.
In many circumstances, there only needs a single password to access a web-based application, and it is weak to be broken. To help combat these attacks, users may couple a password with a second authentication mechanism. With two factor authentication even if someone has stolen your password, they'll need physical access to your secondary authentication mechanism in order to access your cloud-based data.
In 2000, M. S. Hwang et al [4] proposed a new remote user authentication scheme using smart cards. The scheme is based on the ElGamal's public cryptosystem and does not require a system to maintain a password table for verifying the legitimacy of the login user. But this scheme does not resist impersonate attack. A legitimate user can impersonate other valid user to use his ID and PW without knowing the secret key. In 2002, Chien et al [5] proposed an efficient password based remote user authentication scheme, and claimed that their scheme has the merits of providing mutual authentication, no verification table, freely choosing password, and involving only few hashing operations. In 2004, Ku-Chen [6] showed that Chien et al.'s scheme is vulnerable to a reflection attack [7] , insider attack [8] and is not reparable. In 2010, Chen and Huang [9] proposed a user participation-based authentication combining CAPTCHA and visual secret sharing. Later Chun-Ta Li et al [10] pointed out that Chen et al's scheme existed masquerading attack when the smartcard had been stolen. Recently the user login security is more and more concerned in the case of smartcard lost [10] [11] .
In 2011, Amlan Jyoti Choudhury et al [12] presented a user authentication frame for cloud computing. They applies identity authentication with smartcard to cloud computing and it is a new idea. The scheme verifies user authenticity using two-step verification, which is based on password, smartcard and out of band authentication. However, through our security analysis, the scheme exist extremely serious attacks.
In this paper, we focus on secure user authentication in cloud computing. We analyze the vulnerability and attacks existing in Choudhury et al's protocol. To overcome these issues, we propose an advanced authentication protocol. In our scheme, we realize the basic requirements for evaluating a password authentication scheme [13] .
The rest of the paper is organized as follows. Section 2 gives a brief introduction of the related authentication frame proposed by Amlan Jyoti Choudhury et al and points out the vulnerabilities and attacks to the protocol. The new remote user authentication scheme against smartcard security breach is proposed in Section3 and formal proof and security analysis of our protocol are explained in Section4. Finally, we conduct a performance simulation in Section5 and make a conclusion in Section6.
II. REVIEW OF RELATED WORKS
Recent years, a few password-based remote authentication schemes using smartcard have been proposed in cloud computing. In this section, we review one recent password-based remote authentication scheme. For convenience of description, we will list the common notations used throughout this paper first.
A. Notations
A Registration phase
Step 1:
 to the cloud server through a secure channel, where x is a random number generated by A .
Step 2: The cloud server sends the smartcard to the user A .
Upon receiving the message, cloud server checks the ID firstly. If ID is available, the cloud server computes
. y is a random number generated by server. Then S stores { , , , , , (.)} I J B p g h in the smartcard and sends smartcard to the user.
Having received the smartcard, the user enters x into the smartcard. S stores ID in the ID table maintained in the server.
Login phase
Step 1: A inserts the smartcard and enters ID and PW .
Local system computes 1 ( ( )) J h ID h PW X    , and check whether 1 JJ  or not. If true, proceed to the next step, otherwise abort.
Step 2:
Step 3: S → A :
The server generates K and then computes ''
 to the user using public channel. At the same time, S sends onetime key K to user's mobile phone using OOB channel.
Step J and x by ' x in the smartcard.
C. The Attacks
Masquerading attack If a user's smartcard is lost or stolen and it is got by an attacker, the attacker can extract the secret information stored in the smartcard. As the messages sent from A to S are only related with secret data stored in the smartcard, the attacker can masquerade as a legal user. The attacker can compute ()
 . Therefore, the messages in login phase step 2 and authentication phase step1 can be generated by the attacker so that the attacker can successful makes a valid login request as a legal user.
Besides, at the end of the authentication phase, S sends
and checks whether
or not. If the attacker modifies () K hS , A will not be able to authenticate server. Therefore, it will cause that the server completes the authentication while the client doesn't think so. The communication between user and server cannot be established. Mutual authentication is imperfect.
OOB attack In this scheme, the authors think the major advantage of the scheme is the OOB (out of band) factor. To improve the security, the cloud server generates the onetime key for the mobile network through HTTP/SMS gateway. The mobile network delivers the onetime key to the user's mobile phone via SMS. However, some facts show that this method is not as good as the authors think.
Lots of attacks for out-of band have been proposed such as SMS interception, phone flooding or SMS phishing. The details are described in [13] . In the cybercrime trend of future, these attacks will become a great threat for the out-of-band authentication.
Password change phase flaw In the phase of password changing, the user only makes the change of J and x in the smartcard. But the user does not change B , which is used in the authentication. This may lead to login failures once the user change the password. For example, the original parameters were PW , J and x . After the user altered the password, these parameters change to ' PW , ' J and '
x . Then when the user logins into the cloud server, in the step3 of the login phase, the server computes ' '' ( 
. The authentication fails and the login fails.
III. OUR PROPOSED SCHEME
In this section, we improve the Choudhury et al's scheme. Our proposed scheme resolves their security flaws and enhances the security. This scheme has four phases: registration phase, login phase, authentication phase and password change phase. The details are described as follow.
A. Registration Phase
In the registration phase, user provides appropriate identification details to the cloud server. Then the cloud server issues a smartcard to the user according user's data. ,, u ID C T .
C. Authentication Phase
After receiving the login request message { , , } u ID C T , the server verifies the identity of the user. The procedure is as follows.
1. If In this section, we show the formal analysis of our improved scheme based on strand space model and authentication testing methods, and prove its correct mutual authentication.
According to strand space model theory, our improved identity authentication protocol can be formalized as the following two types of regular strands ( figure 1 We make the performance simulation of the user authentication protocol with NS2 and compare with some other related protocols. We assume the bandwidth of the wireless network is 2Mbps. In the simulation, we adopt AES as our encryption algorithm. Finally we plot the simulation result. protocol. And the computation of these two protocols is almost the same. Therefore our scheme's performance is better than Choudhury's scheme'. Overall, our protocol can not only improve the security performance but also make the communication performance better.
VI. CONCLUSION
In this paper, we make a security analysis on the user authentication framework proposed by Amlan Jyoti Chouhury et al and point out some security attacks to it. Then we proposed an improved scheme for cloud computing. Our scheme inherits the merits of Choudhury's protocol and enhances the security for user communicating with cloud server. Formal proof and security analysis are presented in section 4 and performance simulation runs in Section 5. The results show that our scheme can not only improve the security performance but also make the good communication performance.
